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Yunnan Province Constructs China’s First IP-Based “Three-in-One Network”
The Public Security System’s WAN Makes Comprehensive Use of Cisco’s IP
Technology and Services

July 4, 2001

Yunnan’s Public Security Department constructed and began using its province-
wide Public Security system integrated information network. This network uses
Cisco Systems, Inc.’s IP-based “three-in-one network” framework, as well as large
amounts of Cisco networking equipment.

Cisco will provide its best service to guarantee the normal operation of the network.
For this project, Cisco is willing to provide 24 /7 technical support.

About the Golden Shield Project: China’s public security organs use modern
information communication technology to improve its abilities to strengthen its
unified command, decrease its response time, coordinate its operations, and fight
crime. It will also increase the effectiveness of public security works and
surveillance detection levels. In order to adapt to the conditions of China’s modern
economy and society, it will meet the demands of implementing a dynamic
management system and combating criminals, thus reaching the important goal of
improving police work through the use of technology. Essentially, the “Golden
Shield Project” is a construction project of the public security’s communication
network and computer information system.
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Cisco Network Builds “Digitalized Police Service System” ~ With Cisco’s Help,
Public Security Unveil Its Networking Solutions at the “China Information
Infrastructure Expo”

December 5, 2002

At the first ever “China Information Infrastructure Expo”, Cisco displayed its
“patrolmen, mobile criminal police solution, district police Voice Over IP solution,
crime prevention and control video surveillance system, and e-learning solution.”
This is Cisco’s active participation in the construction of the “Golden Shield” project-
using network solutions to construct concrete information technologies for the
Public Security system. This shows that Cisco is a trustworthy company that
provides superior networking solutions for the Public Security system.

Currently, the Public Security system is facing a very important problem. How can
Public Security officers at the scene of an accident get timely information and
information support and be able to solve the case on their first try? Cisco Systems,
Inc. displayed its “mobile police solution”, which utilized a fine combination of
Cisco’s wireless solutions and mobile access routers, paired with video cameras,
scanners and other modern equipment that uses mobile terminal equipment- like
laptops and PDAs. Dispatched Public Security officers can share information with
their headquarters, and can, at any time and at any location, connect to the Public
Security’s external data system through the wireless telecommunication network.
Thus, the Public Security information network will actually be directly connected to
the Public Security officers on the front line.

Cisco has designed a Public Security system e-learning solution to fulfill the
personnel training needs of each Public Security Bureau (PSB) and each provincial
and municipal PSB System. Its greatest feature is that personnel can select training
content specifically geared for their unique needs. It is not limited by time or
location, it reduces costs and maximizes the use of all resources. Cisco also
displayed a completely digitized monitoring system -- which it and its partners
developed together -- that mainly uses the remote monitoring system of provincial
and municipal PSBs. Moreover, Cisco’s Voice Over IP solution can help the PSB and
PSB stations reduce investment costs and management, and maintain overheads.

Vice-President and General Manager of Government and Enterprises Division for
Cisco’s China branch, Zhang Sihua, pointed out that the application of the Public
Security system'’s information technology is an important part of constructing e-
government and is effective in maintaining social stability and guaranteeing the
improvement of policing. At this expo, Cisco displayed its tailor-made series of
network solutions for the Public Security system. It is sufficiently able to improve
Public Security organ operations, meet the need to increase the efficiency of solving
cases, reduce expenditures, increase the speed at which Public Security system
information can be spread, and speed up the construction of the “digitized police
service system”.



Currently, Cisco’s security system solutions are already being widely used in Public
Security systems. It has comprehensively improved the efficiency of population
management. Cisco also used Voice Over IP technology to help the Zhangjiagang
PSB construct an integrated business communications network system. Through its
Voice Over IP technology, it was able to achieve the integration of data and voice
transmission, and it improved overall network efficiency. This is also the first Public
Security system to use the integrated data and voice transmission network system.
Additionally, the Yunnan PSB and Beijing PSB are adopting Cisco’s e-learning and
Voice Over IP technology, one after the other, to construct a network, completely
satisfying demands of PSB work.
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Building on the Optimal Industry Network

Cisco’s Innovative Technology Force Helps Public Security Bureau to Realize
Comprehensive Transformation of Golden Shield’s First-Level Network

February 24, 2004

As a means to adapt to the needs of a police force that is undergoing modernization,
development, and reform, and to promote the spread of information by
strengthening its technology in the areas of police development, application,
management and training, the Ministry of Public Security is moving to expand its
level of investment in the engineering of the “Golden Shield”. Presently, Cisco
Systems, Inc. announced that, with its extensive experience, advanced solutions, and
high-quality service, it will help the Ministry of Public Security to carry out
comprehensive reform of the Golden Shield’s first-level network equipment and
network engineering. When it is completed, the network will be advanced, multi-
service, extensive, and stable. Not only will it be able to meet the Public Security
system’s needs to simultaneously transmit voice, video and numerical data via
broadband networks, but will also be able to support services such as VPN. It can
fully adapt to network development and application needs in this new era of Public
Security systems.

Following the growth of information technology within the Public Security System,
the profound development in the construction of the “Golden Shield” project, and
the new problems that arise in this new era, new circumstances constantly emerge.
Thus, the Public Security system’s network data traffic and work volume have
increased dramatically. At the same time, this year has also been a crucial year for
the construction of the “Golden Shield” project- the goal of which is to establish a
nationwide Public Security information system network that will cover the
information application systems for all Public Security affairs. It will also build the
foundation of all Public Security service applications and implement information
sharing and integrated use with the goal of “digitizing police work”. This will
undoubtedly be an immense challenge for the original Golden Shield’s first-level
network. Thus, it is necessary to make progress on the development and
improvement of the current network structure, increase the network’s bandwidth,
adapt to the need for dynamic management of social order in this new situation.

On the basis of combining the real circumstances and characteristics of the “Golden
Shield” project and giving sufficient consideration to today’s internet demands and
future expansiveness, Cisco is using the GSR12400 and 7609 series routers and
other related products to create a complete, tailor-made solution for the
transformation of Golden Shield’s first-level network. While improving the
performance of its products, Cisco is maximizing the use of its existing network
equipment to protect the original investment. It is understood that, following the



transformation of the Golden Shield’s first-level network, it will become the most
complex and advanced of all Chinese industry networks.

It changed the conventional first-level network by creating a structure that allows
the central and provincial network nodes to connect directly to each other. Italso
established the framework for a second-level network where the core is connected
to eight principal nodes, which are further connected to over twenty access points.
At the same time, it is still enormously increasing the network bandwidth so that the
bandwidth between the core and the eight principal nodes increases to 622 M, while
the bandwidth between the eight nodes and the 20 access points increases to 155 M.
This is sufficient to meet the demands of over 20 PSBs and enables multiple
application systems to run properly on this platform.

Compared to other industry networks, this network has features such as a more
advanced, layered structure with a fast response time. Moreover, its innovative,
intelligent network service can also adapt to the network demands of increasingly
complex applications and constantly increasing traffic.

Whether or not the network will be stable, secure, and highly efficient after its
transformation- with regard to the matter of society’s stability and unity- it goes
without saying, is a matter of great importance. Thus, the Ministry of Public Security
also placed great importance on choosing the right cooperative partner. Throughout
Cisco System’s long-term cooperation, the excellent quality of Cisco’s products and
its leading technology and first-rate service has won it the high regard of the Public
Security Bureau. The reason that the Ministry of Public Security chose Cisco this
time is that Cisco has long been efficiently increasing client productivity and
protecting its clients’ investment in network construction; Cisco’s objective is to
maximize customer value through its products and solutions.

The successful completion of this network transformation project will not only
dramatically increase the processing capabilities of the Golden Shield platform and
make operation and maintenance of the network more convenient, but at the same
time it will also raise the administrative management capabilities of Public Security
organs in taking down criminals and maintaining social stability, as well as the
capabilities of the Public Security system.

Cisco Systems, China’s Vice-Chairman, Zhang Sihua said, “We are very happy to be
cooperating with the Public Security Bureau on the construction of Golden Shield’s
first-level network. Based on its extensive experience in building global police
networks and being a leader in network solutions, Cisco will continue to provide full
support for construction of the Ministry of Public Security’s informational system.
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Activating Second Generation ID Cards-
Cisco Aids Public Security Ministry in Constructing Digital ID High-speed
Information Network

September 1, 2004

Through complete cooperation with Cisco, the Ministry of Public Security (MPS) was
able to rapidly construct local area networks (LAN) at second-generation ID card
accreditation centers in the pilot cities of Shenzhen, Shanghai, and Huzhou, Zhejiang,
as well as in Beijing and Tianjin. The network construction in accreditation centers
in other provinces, municipalities and autonomous regions is in full swing. This
way, each primary station that collects ID information and completes a summary
can pass along this information to accreditation centers and population
management offices through this network. This is a faster method of making
second-generation ID cards and is improves management efficiency.

In actuality, the backbone of the Public Security system is predominately made up of
Cisco networking equipment.

Taking into account the needs of the Public Security system network- namely
security, stability and dependability- Cisco’s 4507, 4506, 3725, 3550, 2950 routers
and switches were chosen to construct this digitized high-speed network.

Cisco’s end-to-end solution not only satisfies the current business needs of the
largest electronic ID project, but has also provided a dependable, secure, efficient,
centralized, open, flexible, low-cost, and highly manageable platform for the future
use of the second-generation ID cards.
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